PennDOT Contractors/Business Partners Using the Mobile M-609 app and Web
Portal

The current Mobile M-609 app and Web Portal is available in the Apple App store for download
that will include the implementation of a new Business Partner (BP) log-in entitled Enterprise
Application Security Solution (ESEC).

Attachment entitled “Business Partner Registration jun22” provides additional information and
a series of screen shots you will see throughout the registration process.

To acquire or retain access to the current release of the Mobile M-609 app and Web Portal,
register now with the following steps and links:

Step One
* Register your organization — starts on page 3 of attachment

* Business partner registration:
https://idservices.penndot.gov/iam/im/BusinessPartnersPub/pd/index.jsp?task.tag=PDUserSelf
RegistrationBOMOMobile&application=PD-BOMOMobile&flag=false

Step Two
* Register a delegate user for your organization — starts on page 12 of attachment

» Business partner delegate/admin userregistration:
https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDSendInviteB
OMOMobile&application=PD-BOMOMobile&flag=false

* More than one user can be designated as a delegate/admin user
* Delegate/admin user manages the general users of the organization
Step Three
* Register general users of the organization - starts on page 21 of attachment

* Business partner general user registration:
https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDRequestBPA
ccessBOMOMobile&application=PD-BOMOMobile&flag=false

Contract users that have a current c-username need to list it in the justification block during

registration. All b-usernamesalso needenteredin RoSA by PennDOT after receiving ESEC
approval.

Note: M-609 apps downloaded before August 15, 2022 need updated by installing the M-609

app listed in the Apple App store. Any new users or users with c-usernames need to register for
a new b-username using the steps above.


https://idservices.penndot.gov/iam/im/BusinessPartnersPub/pd/index.jsp?task.tag=PDUserSelfRegistrationBOMOMobile&application=PD-BOMOMobile&flag=false
https://idservices.penndot.gov/iam/im/BusinessPartnersPub/pd/index.jsp?task.tag=PDUserSelfRegistrationBOMOMobile&application=PD-BOMOMobile&flag=false
https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDSendInviteBOMOMobile&application=PD-BOMOMobile&flag=false
https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDSendInviteBOMOMobile&application=PD-BOMOMobile&flag=false
https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDRequestBPAccessBOMOMobile&application=PD-BOMOMobile&flag=false
https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDRequestBPAccessBOMOMobile&application=PD-BOMOMobile&flag=false

Enterprise Application Security
Solution (ESEC)
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Business Partner Registration Process

Step One
* Register your organization—startson slide 4

Step Two

* Register a delegate user for your organization—startson slide 12
* Morethanone user can be designated as a delegate user

* Delegate user manages the general users of the organization

Step Three
* Register general users of the organization - startson slide 21



Business Partner Account Registration

Account Registration begins by clicking the link
for Business Partner registration.

Before and after the mobile app update by
direct URL link :
https://idservices.penndot.gov/iam/im/Busine

ssPartnersPub/pd/index.jsp?task.tag=PDUserS
elfRegistrationBOMOMobile&application=PD-
BOMOMobile&flag=false

or

After the mobile app update and updating
their iPad M-609 version by using:

Business Partner Helpful Links on the M-609
login screen - account registration

M609
Version 1.10.0-42-gd44be35
Login to PROD App

LOGIN

Sample Only

Additional App Assistance
Contact PennDOT IT Service Desk:

717-783-8330 | 855-783-8330

By loaaing into this app, vou are allowing PennDOT to view and monitor


https://idservices.penndot.gov/iam/im/BusinessPartnersPub/pd/index.jsp?task.tag=PDUserSelfRegistrationBOMOMobile&application=PD-BOMOMobile&flag=false

Business Partner Account Registration

1. User Completes the FEC]UIFEd fIEIdS: Enterprise Business Partner Registration for Stormwater Evals: Organization
* Organization Name Information

* Federal Employer Identification
N u m ber (F EI N) User Profile Information Access Selection
* Organization City
. . . * = Required
¢ Organlzatlon le COde Business Partner Registration: Organization Identification

Do you already have a Business Partner ID (b-)?

If user clicks Next to proceed, the
Request Access
system will systematically determine if

an account already exist. If it exist, they

New users, please provide your Organization Information to get started.

Wl” neEd to Iogin. If the aCccou nt doesn’t * Organization Name * Federal Employer Identification Number(FEIN)
exist an alert displays with the action to S ————— Shitaaiai—
take.
* Organization City + Organization Zip Code
Manheim 17545

NEXT CANCEL




Business Partner Account Registration

Register Enterprise Organization: Organization Information

2. Usercompletes the Legal Address required

fields: [ 2 ] Organizaticn Information Data Release Agreement
d COU ntry :Di;q:llr:;t'lan Details

e StreetAddress 1 P —— - stnemsies e
° C|ty Grgankraton Descrption
» Zip Code / Postal Code o
* State/ Province ot Addenn
Co a Pea o Fformation

nnnnnnnnnnnnnnnnn

MNEXT | | CAMNCEL




Business Partner Account Registration

Register Enterprise Organization: Organization Information

3. User completes the Contact Person
Information required fields: < S — P e R

= = Reqguired

) First Name Drganization Details

= Drganizaticon Nams = Foderal Employer Identification Mumber] FEDM)
koMo Busine Fartner

« Email Address orpenization oemcrption
 Primary Phone e e

Legal Address

4. User completes the Brief Explanation e -
req uired fields: = Strect Address 1 Stroect Address 2
e Brief Explanation — T
5. Next displays the Data Release Contact Person Information
Agreement screen S e

= Ermall Address = PFrimary Phomns

Brief Explanation

= Brief cxplanation

MNEXT | | CAMNCEL




Business Partner Account Registration

6. User must agree to the Data Release Register Enterprise Organization: Data Release Agreement
Agreement and add the Full Name.

7. Finish submits the Business Partner [ 0 orgoiaation nformation
account registration.

* = Required

Data Release Agreement

I understand and agree with the Commomwealth of Pennsylvania Data Release Agreement

I agree that by entering my name, this acts as my legal signature, and I acknowledge that I read and understand the Data Release
Agreement above and the rights and respensibilities and agree to these terms as stated.

¢ Full Name

What is e-signature? Click Here

BACK FINISH CANCEL




Business Partner Account Registration

. o N N H T ¥ A lequest submitted for Register Enterprise Organization Approval - Message ? H - O %X
8. User receives registration submittal h L mn T TR Gnsten foprera Hemae T
confirmation email.

automatedmailDONOTREPLY@pa.gov

Request submitted for Register Enterprise Organization Approval

To Lugo, Miguel (U3 - Mechanicsburg)

Please do not reply to this e-mail, all replies are sent to an unmonitored account.

Thank you for submitting an Organization request to access with the Commonwealth of Pennsylvania. Your request
is currently under review.

What happens next? Once reviewed you will receive an email confirming your organization is
registered. You will then be able to register yvour Business Partner ID (B-) in this organization to access your
application.

Questions? For information on registration and access, please contact the PennDOT IT Service Desk at (855)-783-
8330.

This email serves as confirmation that the request has been
submitted successfully and is under review with the approver

I Note: The approval process may take a couple of davs. it depends on |

ote: The approval process may take a couple of days, it depends on I
I the time the approver takes to accept or reject the request |

|
S e e e ]



Business Partner Account Registration

ol . . = + +* &~ = Request Approved: Requeest for Register Enterprise Organicatson - Message (HTRAL) F 3 L : - -
9. Email is sent to the Business h MESSAGE  ADOBE POF
Partner with confirmation of the vemT e
regiStration resu |ts‘ ;-!;u;[t;rst -ﬂ-|:;|:ll;:-w-€:lil-: |.'l-l:'L:|l.ll-:"5-! for H;.‘l.-jis-‘ll:'r LI'I-t.L"';;.':-'I-SL‘ Organization

Please do not reply to this e-mall, all replies are sent to an unmanitored acoount.

Congratulations}
Your Organization Request for TestOrgl has bean approved.

What happens next? Now that yvour organization is approved, please go back to the registration link to create a
new Business Partner account for yvourself.

Questions? For information on registration, please contact the PennDOT IT Service Desk
at (855)-783-8330

This email serves as confirmation that the self-registration request
has been approved




Business Partner Delegate Admin Registration Process

Business Partner

Delegate Admin Registration




Request Business Partner Delegate Admin Role

1. User Account Registration begins by
clicking the link

Before and after the mobile app update by
direct URL link :
https://idservices.penndot.gov/iam/im/Busine
ssPartners/pd/index.jsp?task.tag=PDSend|nvite
BOMOMobile&application=PD-
BOMOMobile&flag=false

or

After the mobile app update and updating
their iPad M-609 version by using:

Business Partner Helpful Links on the M-609
login screen - account registration

MB09
Version 1.10.0-42-gd44be35
Login to PROD App

LOGIN

Sample Only

Business Partner Helpful Links
Forcot Username | Forgot Passwe

Additional App Assistance

Contact PennDOT IT Service Desk:

717-783-8330 | 855-783-8330

By loaaing into this app, vou are allowing PennDOT to view and monitor


https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDSendInviteBOMOMobile&application=PD-BOMOMobile&flag=false

Request Business Partner Delegate Admin Role

Enterprise Business Partner Registration for Stormwater Evals: Organization

2. User Clicks Request Access button Information

from the home screen and completes
o User Profile Information e Access Selection

the necessary fields for the approved
* = Required

organization.
Business Partner Registration: Organization Identification

Do you already have a Business Partner ID (b-)?

Request Access

New users, please provide your Organization Information to get started.

+ Organization Name + Federal Employer Identification Number(FEIN)

BOMO Business Partner 464647747
What is FEIN? Click Here

¢ Organization City + Organization Zip Code
Manheim 17549

NEXT CANCEL




Request Business Partner Delegate Admin Role

Enterprise Business Partner Registration for Stormwater Evals: User Profile

3. User completes the following sections Information
under the User Profile Information tab:
e User Profile Information
* Security Questions
e User Release Agreement

= = Feguesrod

Security Question=

= Smcurity Quosteon L A mmar
S

= Becurity Quastion 2 A
S

= Sacurity Qusction 3 B
T

User Release Agreermant

= Fulll N asnes




Request Business Partner Delegate Admin Role

Enterprise Business Partner Registration for Stormwater Evals: Access Selection

4. User clicks Nextto move to the Access
Selection tab

[ 1] Cerganaratinm Telarmantion | £l e Frobile Tnforimestie I::} Artes, Seberting

o R s
Organization Role Selection

W hat = Eiligil-’.d Administrato™ Click Hafs
& ifrguerdy ol anal Rele

. L Wi [

& Prane helect Hobe

L is L S W "
Slesmraraier Conditsan Asesmment Inspector
e T T— wrmler Uwsls Ajmgrlie alfinn

[- - 1 SI0E INdpEcics

| BACE | | FIMNISH CAMCEL




Request Business Partner Delegate Admin Role

5 U nder the Organization RoIe the individual Enterprise Business Partner Registration for Stormwater Evals: Access Salection
. V4

must select, | want to request as a
Delegated Admin to manage users in my
organization pa—

Organization Role Selection

What & Dalagated Administrates™ Click Hars

6. User will then Select a Role dropdown, pick o gt N
M609 Mobile/Web User o avcas fo e

7. User clicks on Finish

BACK || FINISH CAMNCEL

A



Request Business Partner Delegate Admin Role

. . . . H T b LT Request submitted for Register Enterprise Organization Approval - Message (HTML) 7T EH - O X
8. User receives registration submittal MESSAGE  ADOBE POF
confirmation email.

automatedmailDONOTREPLY@pa.gov
Request submitted for Register Enterprise Organization Approval

To Lugo, Miguel (U3 - Mechanicsburg)

Please do not reply to this e-mail, all replies are sent to an unmonitored account.

Thank you for submitting an Organization request to access with the Commonwealth of Pennsylvania. Your request
is currently under review.

What happens next? Once reviewed you will receive an email confirming your organization is
registered. You will then be able to register yvour Business Partner ID (B-) in this organization to access your
application.

Questions? For information on registration and access, please contact the PennDOT IT Service Desk at (855)-783-
8330.

This email serves as confirmation that the request has been
submitted successfully and is under review with the approver

I Note: The approval process may take a couple of davs. it depends on |

ote: The approval process may take a couple of days, it depends on I
I the time the approver takes to accept or reject the request |

|
S e e e ]



Business Partner Delegate Admin

9. Emailis sent to the Business
Partner Delegate Admin with T
confirmation of the registration results. automatedmailDONOTREPLY @pa.gov

Request Approved: Request for Enterprise Business Partner Registration for ESEC Reference Application 1

= T ¥ s Request Approved: Request for Enterprise Business Partner Registration for ESEC Reference Application... e —
MESSAGE McAfee E-mail Scan

To Lugo, Miguel

Action Items

Please do not reply to this e-mail, all replies are sent to an unmonitored account.

Your Business Partner Registration Request has been approved. You may now use your system-generated Business
Partner ID (B-) to login to ESEC Reference Application 1.

What happens next? Your access to ESEC Reference Application 1 willbe processed in a few hours, upon which time
you should start using your newly assigned Business Partner ID (B-)| b-acalles

Questions? For information on registration and access, please contact the PennDOT IT Service Desk at (855)-783-
8330.

This email serves as a confirmation that the self-registration request
has been approved. This email contains the User ID




Business Partner Delegate Admin

10. User will receive a second email with
temporary password that will need to be
changed before access the Mobile app via
the Identity Portal

I Temporary Password Guidelines:

* Temporary password expires after 24hrs

* If no actionis taken by that time, the user will
need to request a new temporary password
through the Forgot your Password? link or call
the PennDOT Service Help Desk

* Upon entering the temporary password on the
next login, the user will be promptedto seta
permanent password

H I Infromation requested for Commonwealth of Pennsylvania (b-) account - Message (HTML) FELml . — ¢ S

MESSAGE McAfee E-mail Scan

Wed 1/18/2017 10:24 PM

automatedmailDONOTREPLY @pa.gov

Infromation requested for Commonwealth of Pennsylvania (b-) account

To Lugo, Miguel

Please do not reply to this e-mail, all replies are sent to an unmonitored account.

This e-mail is to confirm that you have requested a temporary password.

Your temporary password is|JMjY*aGR1S.

be valid for 24 hours.

Please note that the temporary password will only

If you did not authorize this change, or if you believe an unauthorized person has
accessed your account, please immediately contact the PennDot IT Service

Desk at (855)-783-8330.

This email serves as a confirmation that the self-registration request
has been approved. This email contains the User ID




Business Partner General User

Business Partner

General User Registration




Request General User Registration

1. Completes the Account Registration by
CIICkIng the Ilnk - Version 1.10'.‘36—\3'?—@44b935 '
Login to PROD App
Before and after the mobile app update by
direct URL link :
https://idservices.penndot.gov/iam/im/Busine
ssPartners/pd/index.jsp?task.tag=PDRequestB

PAccessBOMOMobile&application=PD-
BOMOMobile&flag=false Sample Only

or

After the mobile app update and updating
their iPad M-609 version by using:

Business Partner Helpful Links on the M-609 Businoss Pariner Helpful Links
1 H . Forcot Username | Forgot Password
Iogln Screen - accou nt reglstr‘atlon IACCULlr|tF|t:'f.lt‘.tr;—;tur|1| Manage My Account

Additional App Assistance
Contact PennDOT IT Service Desk:

717-783-8330 | 855-783-8330

By logaing into this app. vou are allowing PennDOT to view and monitor


https://idservices.penndot.gov/iam/im/BusinessPartners/pd/index.jsp?task.tag=PDRequestBPAccessBOMOMobile&application=PD-BOMOMobile&flag=false

General User Registration

Enterprise Business Partner Registration for Stormwater Evals: Organization

2. User Clicks Request Access button from the
home screen and completes the necessary
fields for the approved organization.

Information

O Organization Information o User Profile Information 9 Access Selection

* = Required
Business Partner Registration: Organization Identification

Do you already have a Business Partner ID (b-)?

Request Access

New users, please provide your Organization Information to get started.

+ Organization Name + Federal Employer Identification Number(FEIN)

BOMO Business Partner 464647747
What is FEIN? Click Here

¢ Organization City + Organization Zip Code

Manheim 17549

NEXT CANCEL




General User Registration

3. User completes the following sections e e e ot e
under the User Profile Information tab:
* User Profile Information
 Security Questions User Profile Information
* User Release Agreement L L

(2] Organsiention Dnfcrmatsoan E::I Fmer Profils Insforrmatsoe ) Bercess Selestionn |

= Ermal AdOEEEE = ol Ermald i ress

4. User clicks Nextto move to the Access
Selection tab

= Pheon-g Mumb-cr

Security Question=

= Smcurity Quosteon L A mmar
S

- Becurity Questésamx 0 snEwees
S

= Sacurity Qusction 3 e
T

User Release Agreermant

2 by Eritering Fy A, Bes acks e ey legol Soratun, anc 1 acknovsiedoe Hrat 1 mead and uncenctorss Be Lisor Rrioors

= Full W osne

BACK ] [ MNEXT | | CAaMCEL ]




General User Registration

5. Underthe Organization ROle, the individual Enterprise Business Partner Registration for Stormwater Evals: Access Selection
must select, | want to request access for
myself.

6. User will then Select a Role dropdown, pick u:,".’..'*;‘ R
M609 MOb'le/Web User vebial b Dadigotad debeivial ds .
7. User clicks on Finish R )

11
mack || Famase || camcEL
a L = K



General User Registration

8. Userreceives registration
submittal confirmation email.

| Vo
FILE MESSAGE = McAfee E-mail Scan

- SN TN VAN 2 .9 ™
Gxlgnore x O (2 (2 B2Meeting | Movetor? £ To Manager
|_(' |L(' L') =1 Team Email v Dore

& unk - Delete  Reply REAFIJ:Y Forward g More - QReply & Delete ¥ Create New

Delete Respond Quick Steps

Wed 1/18/2017 3:36 PM

automatedmailDONOTREPLY@pa.gov
Request under review for access to ESEC Reference Application 1

To Lugo, Miguel

Action Items

Please do not reply to this e-mall, all replies are sent to an unmonitored account.

Request under review for access to ESEC Reference Application 1 - Message (HTML)

IF]

‘CiRules - L_i’ |

> a’%) 4 Find Q

8 OneNote i _ E Related ~
ove Mark Categorize Follow Translate Zoom
- EPActions~ Unread . Up~ - + Select~

Move Tags 7 Editing Zoom

Thank you for submitting a request to access to ESEC Reference Application 1. Your request is currently under review.

What happens next? Once reviewed, you will receive an email notifying you of your access status. You will then be able to register your Business Partner ID

(B-) in this organization to access ESEC Reference Application 1.

Questions? For information on registration and access, please contact the PennDOT IT Service Desk at (855)-783-8330.

This email serves as confirmation that the request has been
submitted successfully and is under review with the approver

7?7 @®H - 0O X




General User

T & s Request Approved: Request for Enterprise Business Partner Registration for ESEC Reference Application... T E -

=
9. Email is sent to the user and Business h MESSAGE  McAfee E-mail Scan

Partner Delegate Admin with ed 1152007 104 0
confirmation of the registration automatedmailDONOTREPLY @pa.gov
resultS. Request Approved: Request for Enterprise Business Partner Registration for ESEC Reference Application 1

To Lugo, Miguel
Action Items
Please do not reply to this e-mail, all replies are sent to an unmonitored account.

Your Business Partner Registration Request has been approved. You may now use your system-generated Business
Partner ID (B-) to login to ESEC Reference Application 1.

What happens next? Your access to ESEC Reference Application 1 willlbe procassed in a few hours, upon which time
you should start using your newly assigned Business Partner ID (B-)| b-acalles

Questions? For information on registration and access, please contact the PennDOT IT Service Desk at (855)-783-
8330.

This email serves as a confirmation that the self-registration request
has been approved. This email contains the User ID




General User

10' User WI” receive a Second email With = * ¥ = Infromation requested for Commonwealth of Pennsylvania (b-) account - Message (HTML) FEC . — ¢ Sl

temporary password that will need to be Hﬂ MESSAGE.  Moafee E-mail Scan
changed before accessing the Mobile app e

i3 the Id . | automatedmaillDONOTREPLY@pa.gov
Via t € I entlty Porta Infromation requested for Commonwealth of Pennsylvania (b-) account

To Lugo, Miguel

. s . T == 1

| Tempo rary Password Guidelines: I Please do not reply to this e-mail, all replies are sent to an unmonitored account.

I ® 1

| Tempora?ry F_)assword explres_ after 24hrs . l This e-mail is to confirm that you have requested a temporary password.

* |f no actionis taken by that time, the user will |

: need to request a new temporary password | Your temporary password is|JMjY*aGR1S. |Please note that the temporary password will only
] through the Forgot your Password? link orcall | be valid for 24 hours.

I the PennDOT Service Help Desk I If you did not authorize this change, or if you believe an unauthorized person has
¢ Upon entering the temporary passwordonthe | accessed your account, please immediately contact the PennDot IT Service

; ; | Desk at (855)-783-8330.

| nextlogin, the user will be promptedto seta

| permanent password '

___________________ J

This email serves as a confirmation that the self-registration request
has been approved. This email contains the User ID




